
Don’t Fall for the Bait

Recognizing Phishing Scams, 
Fraudulent E-mails and 

Protecting Yourself



What are Phishing Scams?

    Phishing is e-mail or instant messages that look like they’re from a reputable 
company to get you to click a link. Their goal is to retrieve user’s personal and 
account information. These messages can look like the real thing, right down 
to a spoofed e-mail address (faking someone else’s e-mail address is known as 
“spoofing”). When unsuspecting users click the link, they’re taken to an equally 
convincing (and equally fake) web page or pop-up window that’s been set up to 
imitate a legitimate business. The phishing site will ask for the user’s personal 
information, which the phisher then uses to buy things, apply for a new credit card, 
or otherwise steal a person’s identity.



Recognizing Phishing E-mails

     Spotting the imposters can be tricky since phishers go to great lengths to look 
like the real thing. Roll over the warning signs below. 



PayPal Example

Can you spot where the warning is?



Protection from Phishing

Another technique that phishers use is a Uniform Resource Locator (URL) that at 
first glance appears to be the name of a well-known company but is slightly altered 
by intentionally adding, omitting, or transposing letters. For example, the URL 
“www.microsoft.com” could appear instead as:

www.micosoft.com
www.mircosoft.com

www.verify-microsoft.com

To help avoid this trap, it’s best to visit a Web site either by typing the URL in the 
address field yourself or by accessing it from your Bookmarks list. Be cautious 
when clicking links that claim to take you to a site. 

To help prevent these phishing scams, feel free to report the e-mails by forwarding 
it to the following e-mail addresses:

reportphishing@antiphishing.org
spam@uce.gov

Trust your instincts. If an e-mail message looks suspicious, it probably is. 

http://en.wikipedia.org/wiki/Uniform_Resource_Locator
mailto:reportphishing@antiphishing.org
mailto:reportphishing@antiphishing.org


Quiz

Test your knowledge! Click one answer per question. Hit the reset button to start 
over.

1) What is a warning sign?

a)	 Asking you to validate your account.
b)	 Spelling errors.
c)	 You are addressed as a “Valued Customer.”
d)	 All the above.

2) How do Phishers gain access to your bank account?

a)	 Clicking a link.
b)	 Clicking a link and giving your account information.
c)	 Viewing the email.
d)	 None of the above.

3) How can you protect yourself from phishing scams?

a)	 Click to validate your account.
b)	 Reply and tell them to stop.
c)	 Delete the e-mail without clicking anything and providing information
d)	 You can’t protect yourself.

Answers: 1d, 2b, 3c
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By: Tina Dang
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